C kaxaplM TOJOM MOJOJIG)KM B HHTEPHETE CTAaHOBUTHCA OOJIbIlle, a
IIKOJIbHUKM OJHM W3 CaMbIX AKTUBHBIX IMOJib3oBaTtened PyHera. Mexnay tewm,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET W MPOOJICMBI.
DTa maMsaTKa J0JKHA TOMOYb TeOe 0e30IMacHO HaXOJUThCS B CETH.

KomnbrorepHbie BUPYChI

KoMmbroTepHslii BUPYC - 3TO PA3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPAMM,
OTJIMYUTEIBHON 0COOCHHOCThIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHUYTOXHUTh
Bce (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHH KOTOPOTO ObLia
3alylIeHa 3apaK€HHas MporpamMma, a TaKXKe MOBPEIUTh WM JaKE€ YHUUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BCceMHU (paiinamu B LEeJIOM. B OONBIIMHCTBE ClydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MGTOI[BI 3al0UThI OT BpCAOHOCHBIX ITPOrpaMM:

1. Ucnonb3yit COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocrossHHO ycTaHaBnuBail mnauth (UU(QPOBBIE 3aIUIATKH, KOTOPbBIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEIbIO JOPA0OTKH MNPOTpamMMbl) U JpyrHe
OOHOBJIEHUSI CBOEH omepauoHHON cuctembl. CkauumBall HX TOJBKO C
opunmansHOoro caiita paspaborunka OC. Ecmum cymectByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonp3yd AaHTUBHPYCHBIE IPOTPAMMHBIE NIPOIYKTBI  HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl MIOCTOPOHHUX JIULL;

6. Vcnonb3yil BHELIHME HOCUTENW MH(POpMALMU, TaKHe Kak (Quielika, JTHUCK
WK (paill U3 UHTEPHETA, TOJIKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTKpbIBali KOMMBIOTEPHBIC (DAMIIBI, TOJYYCHHBICE U3 HEHAIC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlyurie yTouHu
y HETO0, OTIIPABJISUI JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 910 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OPEH]I,
Mapka. Eme B 1991 rony HuaepiiaHjckass KOMIIAHUSI 3aperucTpupoBajna OpeH.



"WECA", uro o6o3nauano caoocoueranue "Wireless Fidelity", xotopsrii
NEePEeBOIUTCS Kak "0ecrpoBOAHAS TOUHOCTD'.

Jlo Haiero BpeMeHH JoIilia apyras abOpeBuaTypa, KOTOpas sSBISCTCS TaKOM
ke TexHosioruen. Oto abOpeBmatypa "WIi-Fi". Takoe Ha3BaHWe OBUIO JaHO C
HAMEKOM Ha CTaHIapT BbICIICH 3ByKoBOM TexHuku Hi-Fi, 4yto B mepeBoze
O3HayaeT "BBICOKAsi TOUHOCTH'.

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENSIX M adporopTax SBIISCTCS
OTJIMYHOM BO3MOJKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTrME 3KCHEepThl CUMTAIOT,
yto obmienoctynasie Wi-Fi cetn He sIBISIFOTCS 0€301aCHBIMH.

CoBeThl 110 O0€301acHOCTH pabOTHI B 001Ie0cTynHbIX ceTsax Wi-fi:

1. He nepenaBaii cBoro JauuHyr0 HHpopMaIuio depe3 odmeaoctymnabie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA,;

2. Ucnonb3yil u OOHOBIISI aHTUBUPYCHbIE MpOrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30macuIllb ce0sl OT 3aKaYKh BUPYyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonp3oBanuu Wi-Fi otkimoun ¢pyuknuio "OO0mmii 1ocTym K daiinam
u npuHTepam". JlaHHas (yHKLIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJI30BaTENIM AKTUBUPYIOT €€ JJIsl YI00CTBA UCIIOIB30BaHUs B padoTe Ui yueoe;

4. He wucnons3yét nyonuunsii WI-FI gn1s mepenaum nuyHBIX JTaHHBIX,
HaIrpuMep JJIsl BEIX0JIa B COLIMAIBHBIE CETH WM B JICKTPOHHYIO TTOYTY;

5. Wcnonp3yit TonbpKo 3amuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP,
T.€. IpH Habope BeO-aapeca BBoAU uMeHHO "https://™;

6. B MoOunbHOM Tenedone otkmoun (ynkimio "lloaxmouenne k Wi-Fi
apTroMarnuecku". He momyckail aBTOMAaTMYe€CKOIO MOJKIIOYEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

ConunajbHbIe CeTH

CornuyanbHbIC CETH aKTUBHO BXOIST B HAITy JKW3HB, MHOTHE JTFOU pabOTAarOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperucrpupoBan Mumapa 4yesioBek,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IUIaHeThl. MHOTHE IOJIb30BATESIIN HE
MOHUMAIOT, YTO WH(POpPMAIHs, pa3MEIICHHas UMHU B COIMAIBHBIX CETAX, MOXKET
OBITh HaliJlcHa W WCIOJIb30BaHA KEM YTrOJHO, B TOM YHCJIE HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E30IMMACHOCTH B COIIMAIBHBIX CETAX:

1. Orpanuub cnucok Jpy3ei. Y 1e0s B Jpy3bsixX HE OJKHO OBITh CITydalHbIX
1 HE3HAKOMBIX JIIOJICH;



2. 3amuinaii CBOO YacTHYIO *u3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JaTy TBOETO POXKACHUS M JPYTYHO JTUYHYI0 HHPOPMANUIO. 3JI0yMBINIICHHUKA
MOTYT HCITOJI30BaTh Jake WHGOPMAIHMI0 O TOM, KaK Thl W TBOU POJUTEITH
IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiiail CBOIO pemyTaIuio - IePKH €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
xoTen OBl Thl, YTOOBI APYTHE TMOJH30BATEIN BHJEIH, YTO ThI 3arpy’kKaeuib?
[Toxymaii, mpeskie 4eM 9To-TO OImyOJIUKOBaTh, HAIIMCATh U 3arPYy3UTh;

4. Ecnu Tl TOBOPHUILb C JIOJbMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE
peajgbHOE UMS U JIPYTYIO JUYHYI0 MH(OpMAIUU: UMs, MECTO >KUTEJIbCTBA, MECTO
y4eObl U Ipoyee;

5. Uzberait pasmemienust gororpaduii B UnTepHeTe, riae Thl U300pa)keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. HpI/I perucrpanvu B COI.[I/IEU]LHOﬁ CCTH H€O6XOIII/IMO HCIIOJIB30BaTh
CJIOJKHBIC IMapOJIik, COCTOAIINUC U3 6}’KB u HI/I(I)p H C KOJIMYCCTBOM 3HAKOB HC MCHEC

8;

7. Jng comuanbHOW CceTH, MOYTBl W JIPYTMX CAWTOB HEO0OXOAUMO
UCIIOJIb30BaTh pa3Hble Naposd. Toraa ecnu Teds B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKA
II0JTy4aT JOCTYII TOJBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIOOHBIH CHOCOO TMIIaTeXel, OJIHAKO
CYLIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh ITU JCHBIH.

DJIEKTPOHHBIE IEHbIY MOSBWINCH COBCEM HEIABHO M MMEHHO M3-3a 3TOTO BO
MHOTHUX F'OCYyAapCTBax JI0 CUX MOP HE MPOMMUCAHO IPO HUX B 3aKOHAX.

B Poccun ke oHr QYHKIIMOHUPYIOT M O HUX YK€ ITPOTIMCAaHO B 3aKOHE, IIe UX
pa3zeaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH Omepanuu 0e3
UACHTU(UKAIINY TTOJIH30BATEINsI, @ B HCAHOHUMHBIX WIACHTHU(UKAITUS TTOTH30BaATEISA
SBJISIETCS 00S3aTEIBLHOM.

Taxxke crnenyer pa3nuyaTh OdJIEKTPOHHBIE (UATHBIE JE€HbIH  (PaBHbI
rOCyJapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHBIMU JICHBIAMU:

1. IlpuBsbxu k cyeTy MOOMIIBHBIN TenedoH. ITo caMblii YAOOHBIA U OBICTPHIiA
croco0 BOCCTAaHOBUTH JOCTYN K cdery. llpuBsi3aHHBIA TenepoH MOMOXKET, €CiH



3a0yJelnib CBOM IUIATEXKHBIM MMaposib WM 3aijielllb Ha CalT C HE3HaKOMOTO
YCTPOUCTBA;

2. Hcnone3yin onmHopa3oBble maponu. llocime mepexona Ha yCHUIICHHYHO
aBTOpHU3aLMI0 TeOe yke He OyJeT YrpoKaTh ONACHOCTh KpakH WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu cinoxHblii mapoiib. IIpectynmHukam Oyner HE MpPOCTO yrajaaTh
CJIOKHBIM maposib. HagexHple maposm - 3T0 Maposu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAaKOB M BKJIIOYAIOT B ce0s CTPOUHbIE M IPOINHUCHBIE OYKBbI, LU(DPBl U
HECKOJIBKO CMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, GyHTa, BOCKIMIATENbHbIN 3HaK U
T.11. Harmpumep, $tRONg!;;

4. He BBO/IM CBOM JIMYHBIE JAaHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTHUSI U MPENOCTABIAEMBIE €0 YCIYyTH IO
MEePEChUIKE U MOJYYCHHUIO AJIEKTPOHHBIX COOOIEHHI, KOTOPBIE paclpeestioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIUK  BBITJISIUT
CJICAYIOIIMM 00pa30oM: UMl MOJIb30BaTENA(@WUMA_JIoMeHa. Takke KpoMe nepeadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh NIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOUN MOUTOM:

1. Hago BwIOpaTh NpaBUJIBHBIM TIOYTOBBIM cepBUC. B uHTEpHETE e€CcTh
OTPOMHBIN BBHIOOP OECIIATHBIX MOYTOBBIX CEPBHUCOB, OHAKO JIYUIIIE IOBEPSATH TEM,
KOTI'0 3HACIlIb U KTO MEPBBINA B PEUTUHTE;

2. He yka3piBaii B TUYHOMN mo4Te JUyHYy0 uHbopmaruio. Hampumep, mydine
BBIOpATh "My3bIKaIbHBIN (panat@" unu "pok2013" BmecTo "Temal3";

3. Ucnonb3yli IBYXdTalHYI aBTOpPHU3ALMI0. ODTO KOI/a MOMUMO Mapoiis
HY>KHO BBOJIUTH KOJI, IPUCHLIaeMbIi o SMS;

4. BeiOepu CIOXHBIN Mapoib. s KaK10ro mMo4YTOBOTrO SIIIMKA JOJKEH OBbITh
CBOW HAJEKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJIib;

5. Ecim ectb BO3MOXKHOCTH HAIMUCaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIIUKOB. I[lepBbIil sl YacTHOMU
MEPENUCKU C aJpecaTamu, KOTOPbIM Thl JOBEpSICIb. ITO SJICKTPOHHBIA aApec HE
HAJI0 UCTIOIH30BATh MPU PETUCTPAIINH Ha OopyMaxX U CalTax;

7. He oTkpwiBail (aitibl U Apyrue BIOKEHHUS B MUChMAaxX, JaKe €CIU OHU
MPUILTA OT TBOWX JApy3el. Jlydine yTouHH y HUX, OTIPABISUIM JIM OHH TeOe ITH
(bhaisl;



8. ITlocne oxoHuaHuss pabOTHl HA TMOYTOBOM CEpPBUCE IE€pe]] 3aKphITHEM
BKJIAJIKH C CAUTOM He 3a0y/1b HaXKaTh Ha "BeriiTu".

Ku6epOy1jimHr WM BUPTyaibHOE U3/1€BaTEJIbCTBO

KubepOymmuar -  mpeciefoBaHWe  COOOIMIEHUSMH,  COJEPIKAIIUMH
OCKOpOJIeHUs, arpeccuro, 3aITyTUBaHNE; XYJIUTAHCTBO; colpaIbHOe
OOMKOTHPOBAHUE C TIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 0OpHOE ¢ KHOEPOYIIITMHTOM:

1. He Opocaiics B 60it. JIyummii crmoco6: MOCOBETOBATHCS Kak ce0s BECTH H,
€ClIi HEeT TOro, K KOMY MOXKHO OOpaTHThCS, TO BHadalleé YCIOKOUTHCA. Eciu ThI
HAYHEIIb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO eIle OoJIbiie
Pa3oXKeIb KOH(IIHUKT;

2. Yupagisii cBoell kubeppenyTauuei;

3. AHOHMMHOCTh B ceTu MHUMAas. CyIIeCTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIWTraHCKUWA 0Opa3 BUPTyalbHOW >XU3HU. MHTEepHer
(GuKcUpyeT BCe TBOM JEUCTBHS W COXpAHSIET UX. YJAIUTh UX OyJeT KpaiiHe
3aTPYIHUTEIBHO;

5. CoOmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. UrHopupy#ét emnuHWYHBIM HeraTtuB. OIHOpa30BBIE OCKOPOHWTEIHHBIC
cooOIIeHHsT Jaydine urHopupoBaTb. OOBIYHO arpeccus MpeKpamaercs Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIECHUH C
OTIPEJICTICHHBIX a/IPECOB;

8. Ecnu Th1 cBuaerens kubepOynuHra. TBou neMCTBUS: BHICTYIUTh MPOTUB
npeciieloBaTeNs, MoKa3aTb €My, YTO €ro JACMCTBUS OLICHWBAIOTCS HETaTUBHO,
NOJAJIEpXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHHUS B CETH.

MooOuiabHbId TesedoH

CoBpemeHHbIe cMapTHOHBI U IUIAHIICTHI COJEPKaT B ce0e BIIOJIHE B3POCIIbII
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYpHUpPOBaTh CO CTal[MOHAPHBIMU
KoMIibroTepamMu. OIHAKO, CPEACTB 3aAIIUTHI IJIs1 TTOJJOOHBIX YCTPOHUCTB TIOKA OYEHB
Masio. TecTWpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOJUT HE Tak
MHTEeHCHBHO, Kak 1 1K, To ke camoe kacaeTcss 1 MOOMIbHBIX IMPUITOKCHUT.



CoBpeMeHHbIE MOOHIIbHBIE Opay3epbl YKe MPAKTHUECKU JTOTHAIA HACTOJIbHBIC
aHAJIOTH, OJHAKO pacimpeHre Q(yHKIHOHATA BIEYET 3a COOO0W OOJBIIYIO
CJIO)KHOCTh M MCHBIITYIO 3alIUICHHOCTb.

Jlaneko He Bce MPOM3BOJUTENM BBIMYCKAOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTUYECKUE YS3BUMOCTH ISl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JJIs 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He siBisieTcst mo-HacrosieMy OecriiaTHbIM. Byllb ocTopokeH, Bedb
Korjia Tebe mpeasiaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI Kakue-
TO IJIATHBIE YCIIYTH;

Hywmaii, npexae dyem otnpaButh SMS, dboto wiu Bugeo. Thl TOUHO 3HaEIIb,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOEro cMapThOHa;
Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JUISI MOOMJIBHBIX TEJIE(POHOB;

He 3arpyxaii mpunoxeHusi OT HEU3BECTHOTO HWCTOYHHMKA, BEIb OHHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEYEHHE;

[locne Toro xak Thl BBIAJEHIL C CalTa, IJ€ BBOAMWI JIMYHYIO MH(OPMAIUIO,
3aliJTi B HACTPOMKH Opay3epa u yaaim COoKies;

[lepnognyecku NmpoBepsid, KaKWE IUIATHBIE YCIYTH aKTUBHPOBAaHBI HA TBOEM
HOMEDE;

JlaBaii cBOl HOMEp MOOWJIBHOTO Tele(pOoHa TOJIBKO JIOJSAM, KOTOPBIX TbI
3HACIIb U KOMY JOBEpSCIIb;

Bluetooth momken OBITH BBIKIIOYEH, KOra Thl MM HE MOJb3yemibcs. He
3a0bIBail HOT 1A IPOBEPATH ITO.

Online urpwi

CoBpeMEHHBIE  OHJIAWH-UTPBI - 3TO  KPACOYHBIE,  3aXBaThIBAOLIUE
pa3BiieueHus, OOBEIUHSAIONINE COTHHM ThICSY YENOBEK MO Bcemy Mupy. Urpoku
UCCJIENYIOT JaHHBIA UM MHp, OOIIAIOTCS APYT C JPYrOM, BBIMOJHSIOT 3aJaHus,
CpakaloTCsl ¢ MOHCTPAMHM M ITOJYYarOT OMNBIT. 3a YyJAOBOJIBCTBUE OHM IUIATT:
MOKYNAIoT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIILIMH.

Bce aTu cpeacTsa uayTt Ha moAAepKaHUE U Pa3BUTHUE WUTPHI, a TAKXKE HA caMy
0€30MMacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIlUH, BBIMTYCKAKOTCS HOBBIE
natyu (MuQpoBbIe 3aMIaTKU ISl POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B nogo0HbBIX UTrpax CTOUT OMACAThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO TMapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINH OOIBITHHCTBA
urp.

OCHOBHBIE COBETHI IT0 0€30ITaCHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Eciiu npyroit urpok BemeT cels TUIOXO WM CO3/aeT Tebe HENMpHUSITHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. Iloxanmyics agMUHHACTPATOPaM UIPHI Ha IUIOXOE MOBEJECHUE 3TOr0 UIPOKA,
JKEJAaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBail 1nuHy0 HHGOpMAIUIO B TIpodaiiiie urpsl;
4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBiuBaii HeopuiinaabHble TaTYH U MOJIBI;

6. Mcrionb3yil CJI0KHBIE U Pa3HbIE APOJIH;

7. Jaxxe BO BpeMs UTPbl HE CTOUT OTKJIOUaTh aHTUBUPYC. [IoKa ThI urpaes,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUINUHT WA Kpaika JUIHbIX JaHHbIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yAMBUIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKHA IEPEMECTWINCH B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA "MIOOMMBIM" JIEIOM.

Tak mnosBHIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DHUIIKHT,
rJIaBHas II€Jb KOTOPOTO COCTOMT B TONYYCHHH KOH(PHICHIMAIBHBIX JaHHBIX
NoJIb30BaTesIeH - JOrMHOB U maposieil. Ha anrnmiickom si3bike phishing guraercs
kak ¢urmHr (ot fishing - peiGHas moBis, password - mapoJis).

OcHOBHBIE COBETHI TIO 00PHOE € (GUITUHTOM:

1. Cnequ 3a cBOMM akkayHTOM. Ecnm ThI mojio3peBacIib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOoAMMO  3a0JOKUpPOBAaTh €€ W COOOIIUTh
aJIMIHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Ucnonw3yii 6e3omacHbie BeO-CalThl, B TOM YHUCJIE, HHTEPHET-MarasuHoOB U
ITOMCKOBEIX CHCTEM;

3. Ucnonb3yil clioXkHbIE W pa3Hble Tapojud. TakuM o0pa3om, eciiu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUJICHHUKHA TIOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npod U0 B CETH, a HE KO BCEM;



4. Ecimu T1ebs B3JIOMalid, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T00ABICHBI y T€OS B IPY3bsAX, O TOM, UYTO T€OS B3JIOMAIU H,
BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChlIaThCS CIIaM M CChUIKHA Ha (DUIITMHTOBBIE
CAlThI;

5. YcranoBu HaaexHslii napoib (PIN) Ha MOOHIIBHBIHN TenedoH;
6. OTKIII0YM cOXpaHEeHHe Mapos B Opaysepe;

7. He oTkpeiBail ¢aiiinbl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIM OHU
OPUILUIM OT TBOMX Jpy3eil. Jlydine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
(haitibl.

u¢posasi penyrauus

[Mu¢posas penyTauus - 3T0 HETaTUBHAs WIM MTO3UTUBHAS UH(POpPMALUs B CETH
o Tebe. Komnpomerupyromas uHdopMmaius, pa3MelieHHass B UHTEPHETE, MOMXKET
CepbEe3HBIM 00pa30M OTpa3UThCA Ha TBOEH peanbHOM xu3HU. "Lludposas
penyTtanus" - 3T0 TBOW UMUK, KOTOPBI (popMupyercs u3 nHpopmanuu o Tede B
UHTEPHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH
XapakKTepa U pacckas3bl 0 OJM3KUX - BCE 3TO HAKAIUINBAETCS B CETH.

MHorue mnoApOCTKH JETKOMBICJIEHHO OTHOCSTCS K MyOJMKalud JUYHON
uHdopmaruu B MIHTEpHETE, HE MOHKMMAsI BO3MOXKHBIX TociencTBuil. Thl naxe He
CMOJKEIIb JIOTAaaThCsl 0 TOM, 4To (poTorpadus, pa3zMelleHHas 5 JIeT Ha3ald, crajia
MPUYUHON OTKAa3a MPUHATH T€Os Ha paldoTy.

KommenTapuu, pasmenienue TBoux ¢otorpaduii u apyrue IeUCTBHUS MOTYT
HE MCYE3HYTh AK€ IIOCJE TOr0o, Kak Thl MX YyJIanuilb. Thl HE 3HaAELb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JIM OHA, a TJAaBHOE: YTO MOAYMAalOT O TeOe OKpY’KaoIIHE JIOJH,
KOTOpbIE€ HAUAYT W YBUAAT 3T0. HaliTu MH(OpMaLMI0O MHOTO JIET CITyCTS CMOXET
100011 - Kak U3 100pbIX MOOYKAECHU, TAK U C HAMEPEHUEM MPUUYUHUTD Bpell. ITO
MOXET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI IO 3aIIUTE HUPPOBOM permyTalUu:

1. ITogymaii, mpexe yeM 4To-To MyOJMKOBATh U MepeaBath y cels B Ojore
WA B COLMAILHOM CETH;

2. B nactpoiikax mpo¢uis yCTaHOBH OTPAaHUYEHHUS Ha MPOCMOTP TBOETO
pouIIs U €ro COACPIKUMOTO, CACNIal ero TOJBKO "/ist py3eit";

3. He pa3memaii u He yka3biBail HHPOPMAIIUIO, KOTOPask MOXKET KOTr0-JTM00
OCKOPOJIATH MIIH OOMKATh.



ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJIBHUKM - AKTUBHBIE IIOJIb30BAaTE€NH  LU(pPOBOTro
npoctpancTBa. OHAKO JaleKo HE BCE 3HAIOT, YTO II0JIb30BAaHHE MHOTUMHU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmiofeHuss TMmpaB  Ha
WHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTb.

Tepmun "WHTENJIEKTyalbHasi COOCTBEHHOCTH' OTHOCHUTCS K Pa3jIHMYHbIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HAyMHas C HOBBIX HM300pETEHUN U 3HAKOB,
0003HayaloMKX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEJUIEKTYaJlbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKUE IIPaBa BBICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJbHBI/TBOPUECKUN TpPYJ aBTOpa HE
OyIneT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOETrO TPYyJAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJHUTH €0  NPOU3BEIICHHUE,
pacnpocTpaHsaTh, NyOJMYHO JEMOHCTPUPOBATh, NPOJABaTh, HMIIOPTHPOBATH,
NyCKaTh B MPOKAT, IyOJMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pa3memats B MHTEpHETE.

Hcnonb3oBanue "mupaTckoro’ mporpaMMHOTO 00€CTICUeHHUST MOXKET MPUBECTH
K MHOTHM PHCKaM: OT ITOTE€PH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKU TBOETO
YCTPOWMCTBA, TAE YCTAHOBJICHA HeJeTalbHas Iiporpamma. He crouT Takxke
3a0bIBaTh, YTO CYIICCTBYIOT JIeTajdbHbIE W OCCIIATHBIC MPOrpaMMBbI, KOTOPHIC
MO>KHO HaliTH B CETH.

O nopraJue

CeteBUUOK.p( - TBOM IJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETH TMOHSTHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUU
KPUTHUYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe MPUHATH y4acTHE B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBHIM IpakTaHUHOM !



